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Modern problems (do not) require modern solutions: A critical assessment of the 

Dutch and Danish copyright proposals for regulating deepfakes  

Abstract: The online dissemination of deepfakes has intensified concerns about the protection of 

individuals against unauthorised digital representations that may harm individuals’ fundamental rights, 

prompting extensive debate across the EU. In an effort to act against the reputational and psychological 

harms of deepfakes, recent Dutch and Danish bills have suggested granting individuals copyright and 

neighbouring rights over their likeness in digital representations. This paper critically examines whether 

copyright law is an appropriate tool to address the harms caused by non-consensual deepfakes, or 

whether existing legal frameworks already offer sufficient protection. The paper contends that 

amendments to national copyright law are ultimately ill-suited in providing effective protection and 

enforcement for victims, and policy efforts should rather be directed towards strengthening international 

cooperation and existing enforcement mechanisms to secure prompt and permanent removal of harmful 

content across jurisdictions.  

1.INTRODUCTION 

Long before the advent of Artificial Intelligence (AI), image and video manipulation have been a 

recurring phenomenon within the history of film and photography. Throughout the nineteenth century, 

photographers used hand-painting, multiple exposures, cropping and splicing to augment, manipulate or 

compose fictional scenes.1 Early filmmakers likewise adopted in-camera tricks, matte paintings, and 

other analogue compositing techniques to create illusions.2 Amongst famous “faked’’ images and videos 

are a portrait of Lincoln created by superimposing his head on a print of Calhoun’s body3, or footage 

from the 1898 Spanish-American War splicing original footage from battles in Cuba and the Philippines 

with videos recreated in New Jersey.4  

Advances in AI technology, particularly in generative modelling, have however radically revolutionised 

image and video manipulation, reducing the technical expertise, time and resources required.5 As a 

consequence, highly realistic fabricated (or “deepfaked’’) media can now be easily produced and rapidly 

disseminated by individuals with minimal technical training.6 Within this context, “deepfakes’’ have 

emerged as a distinctive category of AI-generated content circulating online. While no common standard 

definition exists amongst scholarship, deepfakes generally refer to synthetic images, audio, or videos 

created through deep learning techniques that convincingly replicate a person’s likeness, voice, or 

features.7 It is important to note that the broader category of deepfakes is far from homogenous in nature. 
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Meskys et al. identify 4 distinct sub-categories for classification: (i) commercial deepfakes, (ii) original 

deepfakes, (iii) political deepfakes and (iv) pornographic deepfakes.8 Commercial deepfakes help reduce 

transaction costs and facilitate the creation of new business models, as exemplified by translating video 

recordings into multiple languages.9 Original deepfakes include all deepfakes of a creative nature, such 

as parodies, “memes’’, and entertainment content.10 Political deepfakes include politicians’ speeches and 

news reports, which may be used to promote political campaigns, damage national security or trust in 

government institutions.11 Finally, pornographic deepfakes include both images and videos of 

individuals engaged in sexual acts, alongside intimate material such as nude images.12  

While the democratisation of deepfake technologies offers vast applications in creative and commercial 

fields, where they can streamline post-production/visual effects and reduce transaction costs, it 

simultaneously amplifies potential risks of harms to individuals. This occurs in particular where 

deepfake technologies are used to generate or manipulate audio, video or images depicting real 

identifiable individuals without their knowledge or consent. Victims of such non-consensual deepfakes 

have been found to experience a wide range of interrelated psychological, social and economic harms, 

including reputational damage, anxiety and depression.13 Beyond individual impacts, deepfakes can also 

contribute to misinformation and gender-based violence online.14  The latter is well exemplified by the 

fact that over 95% of all deepfakes circulating online are of a pornographic nature, with close to 100% 

of victims being female.15 

Deepfakes therefore raise significant concerns for individuals’ fundamental rights, most significantly 

the right to privacy16, personal integrity17 and human dignity18. Due to their very nature, pornographic 

and political deepfakes present heightened risks in this regard.19 Existing legal frameworks, such as 

fundamental rights, data protection, criminal law, and personality rights provide avenues for addressing 

the risks and harms of deepfake media to individuals. These general frameworks have additionally been 

complemented by new regulatory instruments at EU level explicitly addressing deepfakes, namely the 

Artificial Intelligence Act (AIA)20, Digital Services Act (DSA)21 and Gender-Based Violence Directive 
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(GBVD)22. Beyond these EU-wide measures, Member States are pursuing national strategies to tackle 

deepfakes. In 2021 Croatia amended its penal code to criminalise the creation and distribution of non-

consensual sexually-explicit deepfakes, becoming the first EU country to introduce specific legal 

provisions to combat such phenomenon.23 Similarly in 2024, the German Federal Council passed a draft 

law extending criminal law protection for personal rights against deepfakes.24 Most notably, Denmark 

and the Netherlands have recently advanced legislative proposals that employ copyright and related 

rights to grant individuals stronger control over the unauthorised digital reproduction of their likeness 

to combat non-consensual deepfakes.25 Such novel approach is aimed at strengthening existing 

regulatory approaches, enabling redress for victims. Critics have however questioned their efficacy, 

noting it remains unclear whether they provide effective protection beyond existing legal frameworks.26  

This issue currently remains largely unaddressed by copyright literature. The present paper examines 

the Dutch and Danish proposals, assessing the potential of copyright law as a regulatory tool for 

combating non-consensual deepfakes. The exploration is particularly relevant, as Denmark’s 2026 

presidency of the Council of the European Union may provide an opportunity to discuss the bill’s 

potential broader implementation at EU.27 To adequately evaluate the need for the proposed copyright 

law amendments, the present paper will first provide a brief overview of the ways in which copyright 

law is currently implicated in the creation and dissemination of deepfakes. It will then map how 

deepfakes are currently regulated at European and national Member State level. Finally, the Danish and 

Dutch bills will be analysed, highlighting potential benefits and limitations, with the aim of assessing to 

what extent copyright law may help tackle deepfakes and their associated harms.   

2.COPYRIGHT IMPLICATIONS OF DEEPFAKES 

Before assessing the potential of copyright to protect individuals from harmful deepfakes, it is essential 

to first understand how copyright law currently applies to the process of deepfake creation and 

distribution. As with generative AI more broadly, copyright law may be implicated at both input and 

output stages of the creation process. These issues have been extensively examined by copyright 

scholarship28 and will therefore only briefly be presented herein.  
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At a high level, copyright law may be triggered in the creation of deepfakes in 4 principal ways. First, 

the use of pre-existing copyright-protected works as training data or prompts may constitute a copyright 

relevant and potentially infringing act (unless conducted with the rightsholder’s authorisation or subject 

to an exception and limitation).29 Second, the resulting deepfake output may also infringe copyright 

where it reproduces the input’s protected original expression without the right holder’s authorisation or 

subject to an exception and limitation.30 This operates independently of any rights or protections that 

may accrue to a depicted individual under other areas of law (e.g. personality rights). Third, the deepfake 

output may itself qualify for copyright protection where a human author exercises sufficient ‘’free and 

creative choices’’31 in the generative process.32 Such reasoning will apply irrespective of the nature of 

the deepfake, as copyright protection is not contingent on the legality or morality of the content.33 

Therefore, in principle, even non-consensual pornographic deepfakes could benefit from copyright 

protection.  

While the above issues have been extensively debated by copyright scholars, often presenting diverging 

views34, it is nevertheless clear that the creation of deepfakes implicates a layered rights landscape 

involving three distinct actors: the creator of the input work; the creator of the deepfake output and the 

individual depicted. While both the input and output creators may hold property rights under copyright 

law (provided they meet the required originality threshold35), the depicted individuals will generally not 

receive any property rights over their likeness under copyright law.36 This follows from the foundational 

principle that copyright only protects the original expression in authorial works rather than mere facts 

or naturally occurring elements.37 A person’s appearance, voice, or mannerisms therefore fall outside 

such scope. It should be noted that some national jurisdictions (e.g. Netherlands and Italy) grant rights 

to subjects in copyright works within national copyright frameworks to accommodate fundamental 
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rights concerns.38 The interests of the depicted individual are however more ordinarily protected through 

personality rights, privacy and data protection law, functioning rather as external limits on copyright.39 

Because the copyright owner of the work and the person depicted will rarely coincide, tensions arise 

between copyright and such frameworks, often requiring courts to balance the property interests of right 

holders against the fundamental rights of the individuals portrayed. 40 Within this context, it becomes 

evident that copyright infringement offers a potential ground for enforcement against the creation and 

dissemination of deepfakes. However, such recourse would only be available to the copyright owner of 

the infringed work, and/or the owner of the deepfake work. As these rightsholders are unlikely to 

coincide with the depicted individual, copyright law is inadequate in addressing the core issue arising 

from deepfakes: the harms experienced by the person depicted.  

3. AMENDING COPYRIGHT LAW: THE DANISH AND DUTCH PROPOSALS 

The above analysis has revealed that, while copyright law applies to multiple stages of the deepfake 

creation process, it largely fails to protect the interests of individuals depicted in deepfakes. It is precisely 

this gap that the recent Dutch and Danish proposals seemingly aim to address by granting individuals 

copyright protection over their likeness in digital reproductions. The Dutch initiative originates with 

Dutch VVD MP Rosemarijn Dral, drawing from a 2024 academic article by intellectual property scholar 

Dirk Visser.41 Further questions on this matter were additionally submitted to the cabinet by 4 members 

of House of Representatives.42 Similarly, the Danish proposal was formally submitted for consultation 

on July 7th 2025, with deliberations and potential implementation scheduled for Winter 2025/26.43 While 

adopting comparable approaches, the wording and rights granted by both bills differs on some formal 

aspects.  

Under the Danish proposal, amendments would be implemented in the Neighbouring Rights Act. 

Performers would receive an additional right over the making available to the public of “realistic 

digitally generated imitations of a performer or artist’s artistic performance’’.44 Such right would only 

extend to citizens and residents of EEA countries.45 In addition, all individuals (including foreign 

nationals) would be granted rights over digitally-generated imitations of personal characteristics, 

prohibiting making available to the public of “realistic digitally generated imitations of a physical 

person’s personal, physical characteristics’’.46 Such right however remains subject to limitations for 

“caricature, satire, parody, pastiche, criticism of power, social criticism or the like’’, unless the imitation 
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would constitute misinformation in a manner that would seriously harm other’s fundamental rights and 

interest.47  Both rights would subsist for 50 years from the performer/individual’s death. 48 

The Dutch proposal similarly aims to grant all individuals an exclusive right to create, reproduce, 

distribute, broadcast, make available, or disclose a deepfake with their likeness.49 The definition of a 

deepfake follows that of Art 3(60) AIA: “an AI-generated or manipulated image, audio or video content 

that resembles existing persons, objects, places, entities or events and would falsely appear to a person 

to be authentic or truthful.’’50 Compared to the Danish proposal, the Dutch amendments provide more 

detailed rules on transferability, licensing and post-mortem exercise of the rights. The right would subsist 

for 70 years after an individual’s death.51 It is non-transferrable upon succession and not subject to 

attachment.52 An exception applies where a deepfake is produced with the depicted individual’s consent 

for a film or phonogram.53 Licensing is permitted, however, where an exclusive license is granted, the 

individual retains the right to object to deepfakes harming their honour or reputation.54 All existing 

limitations, including caricature parody and pastiche, would apply to the exercise of this right.55  

Despite their formal differences in wording and scope, both proposals converge at their core, 

establishing a new right for individuals over their likeness in digital reproductions. These initiatives 

reflect growing concerns that existing legal frameworks may be insufficient in combating deepfakes and 

their associated harms. Despite increased endorsement by the Danish Media Council for Children and 

Young People56 and Danish Lawyers Association57, it is necessary to assess whether the proposed 

amendments to Dutch and Danish copyright law address a genuine regulatory gap and can provide 

effective redress for non-consensual deepfake victims. In particular, it should be examined whether 

existing legal frameworks already provide adequate protection against unauthorised digital 

reproductions of individuals’ likenesses, or whether deepfake technology exposes limitations that justify 

legislative intervention. The following sections will address these questions.  

4.REGULATING DEEPFAKES IN THE EU 

To fully assess whether amendments to Danish and Dutch copyright law are necessary and effective, 

one must first examine how deepfakes are currently regulated in the EU and the respective national 

jurisdictions. The regulation of deepfakes currently operates within a fragmented legal landscape, where 

a variety of legal domains may be implicated depending on the nature of the content. Victims of non-

consensual deepfakes may seek redress through several grounds, including (but not limited to) 

fundamental rights, data protection, personality/publicity rights, competition and consumer law, and 
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criminal law.58 These regimes constitute a broad patchwork of legal frameworks that, while not 

specifically designed to address deepfakes, may nonetheless offer enforcement avenues.59  Alongside 

these general frameworks, EU law has introduced specific measures directly targeting specific forms of 

deepfake media: the AIA, DSA and GBVD.60 The following section will briefly map the main legal 

frameworks applicable to deepfakes in the EU, highlighting gaps or limitations. This analysis provides 

the foundation to evaluate the Danish and Dutch proposed copyright amendments in Section 5 below. 

Due to the broad range of legal frameworks potentially implicated by deepfakes at both national and EU 

level, a comprehensive analysis remains outside the scope of the present paper. The analysis below is 

rather confined to the main frameworks/instruments available for victims to seek redress and 

enforcement.      

A. AI Act 

The AIA constitutes the first framework for regulating the development and deployment of AI systems 

in the EU. It adopts a risk-based approach, imposing obligations for both providers and deployers 

according to 4 categories of risk: minimal, limited, high risk and prohibited practices.61 Despite 

significant controversy62, deepfake technologies are classified as limited risk AI systems and are thus 

solely subject to the transparency obligations of Art 50 AIA.63 Art 50(2) AIA requires providers of AI 

systems generating synthetic media to ensure that any artificially generated or manipulated content is 

appropriately disclosed as such, while Art 50(4) AIA imposes the same obligation on deployers of AI 

systems. Two important limitations however apply. Art 50(4) AIA clarifies that, in the case of artistic, 

creative, satirical and fictional content, the disclosure requirement must not hamper the display and 

enjoyment of the work. Furthermore, reading Art 3(4) AIA in conjunction with Art 50 AIA, a household 

exemption would apply to deployers of AI systems pursuing a purely personal activity, exempting them 

from the transparency obligations.  

Scholarship has highlighted a number of uncertainties and unresolved issues in regards to the practical 

implementation of the Art 50 AIA obligations. Amongst the principal concerns are the broad and 

ambiguous scope of the “manipulated image’’ definition,64 the nature of the required disclosure,65 and 

misalignment between providers’ and deployers’ obligations.66 However, more fundamentally for the 

purpose of the present discussion, the AIA transparency obligations only address deepfakes’ risks of 

deception and misinformation.67 In particular, it overlooks the significant issue of sexually explicit and 

intimate deepfakes.68 This is a key omission considering such type of material constitutes the 

overwhelming majority of deepfakes circulating online.69 The Art 50 AIA obligations offer no redress 

or real protection from the psychological and reputational harms inflicted by such type of content on 
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victims. As noted by Block, merely indicating that content has been manipulated will unlikely alleviate 

the psychological harms experienced by a victim of non-consensual deepfake pornography.70  

Ultimately, the AI act is primarily oriented towards safeguarding the general public from deception and 

misinformation, rather than protecting individuals’ whose likeness is used in deepfakes. As such, it only 

offers a limited response the core challenges and harms posed by deepfake technology.  

B. GBVD 

The GBVD harmonises the criminalisation of various forms of violence against women, establishing 

minimum rules across the EU. In doing so, it addresses several shortcomings of the AIA with respect to 

non-consensual sexually explicit and intimate deepfakes, and seeks to remedy gaps in national criminal 

laws.71 Art 5(1)(b) GBVD criminalises with up to 1 year of imprisonment, the production, manipulation, 

alteration and subsequent dissemination of material falsely depicting individuals in sexually explicit 

activities without a person’s consent, when likely to cause the victim serious harm. Recital 19 GBVD 

clarifies “images, photographs and videos, including sexualised images, audio clips and video clips’’ are 

included in such type of prohibited material. Art 5(2) GBVD however reaffirms that the provision shall 

not prejudice the fundamental rights of freedom of expression and information and freedom of the arts.  

While Art 5(1)(b) GBVD clearly encompasses deepfakes depicting individuals in sexually explicit 

activities, its scope is limited in several aspects. First, it likely will not cover non sexually explicit 

intimate deepfakes (e.g nude photos or videos), which may nonetheless severely harm victims.72 A 

second factor limiting the provision’s scope concerns the meaning of “making accessible to the 

public’’.73 Recital 18 GBVD provides little interpretative guidance, merely stating it should be 

understood as “potentially reaching a number of persons”. Scholarship has suggested that a literal 

dictionary interpretation of the term “a number of’’ would imply a minimum of over 3 people.74 This 

would potentially exclude instances in which the material is shared in closed or private contexts (e.g. 

direct private messaging from a user to another or in small private groups), despite this being amongst 

the most common modes of dissemination of such material.75 The interpretative uncertainty is further 

compounded by the different formulation of “public dissemination’’ as related to cyber incitement to 

violence adopted in Recital 26 GBVD.76 In such context, public dissemination is defined as making 

material accessible to a potentially unlimited number of persons or to users in general, thus presupposing 

an even larger scale of dissemination required.77 The remaining ambiguity leaves considerable room for 

divergent interpretations by Member States in transposing the directive and national courts in applying 

the provisions.78 Finally, the requirement that the conduct be likely to inflict “serious harm’’ further 

restricts the provision’s applicability.79 It imposes an additional burden of proof on the victim and leaves 
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considerable discretion to national courts in determining what shall constitute “serious harm’’, 

potentially leading to divergences across Member States.80 

While the GBVD addresses some of the AIA’s shortcomings concerning sexually explicit deepfakes, it 

only offers victims limited legal recourse under circumscribed conditions. Significant categories of 

harmful deepfakes, such as intimate and political deepfakes, remain outside its scope. Additionally, key 

ambiguities raise the risk of inconsistent application across Member States, potentially undermining the 

protection offered to victims.  

C. DSA 

Building upon and revising the E-Commerce directive, the DSA constitutes a key component of the EU 

regulatory framework for digital services, providing accountability and liability rules for intermediary 

services. Focusing on content moderation and platform accountability, the DSA plays a key role in the 

enforcement for victims of deepfakes.81 In seeking to balance freedom of expression with the need to 

protect individuals online, the DSA primarily targets illegal content, while additionally imposing 

obligations on Very Large Online Platforms (VLOPs) and Very Large Online Search Engines (VLOSEs) 

with respect to harmful content.82  

While the Regulation does not provide a detailed definition of  “illegal content’’, Art 3(h) DSA broadly 

defines it as “any information that, in itself or in relation to an activity, including the sale of products or 

the provision of services, is not in compliance with Union law or the law of any Member State which is 

in compliance with Union law’’. Recital 12 DSA lists amongst examples of such type of content the 

unlawful non-consensual sharing of private images and the unauthorised use of copyright protected 

material, both relevant in the context of deepfakes. On the basis of these definitions, certain types of 

deepfakes will clearly fall within the scope of illegal content. In particular,  due to their criminalisation 

under the GBVD, non-consensual sexually explicit deepfakes would be considered illegal content.83 Per 

Recital 12, copyright infringing deepfakes would similarly be deemed illegal. In theory, copyright could 

therefore serve as a ground for enforcement under the DSA for a broad range of deepfakes, irrespective 

of the specific nature of the content. In practice, however, the copyright owner of the underlying input 

material will typically be a third party rather than the depicted individual. The status of other types of 

deepfake content remains more complex to assess and will require a case-by-case examination. 

Nevertheless, as will be discussed in Sections D and E below, deepfakes may infringe data protection, 

privacy law, and personality rights of individuals depicted, thus providing an alternative basis to consider 

other forms of deepfakes (beyond non-consensual sexually explicit ones) illegal.  

With respect to illegal content, the DSA establishes a clear and detailed framework governing platforms 

accountability and liability.84 Per Art 6 DSA, hosting providers will be liable for users’ illegal content 

when they have actual knowledge or fail to swiftly remove/disable access to the illegal content upon 

receiving actual knowledge. User notices or law enforcement orders shall be considered to grant actual 

knowledge.85 Such measure is key in curbing the dissemination of non-consensual deepfakes for victims, 

providing strong incentives for platforms to ensure swift removals to avoid liability and fines. Chapter 
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III DSA further sets out a series of due diligence obligations applicable to all intermediary services, with 

specific obligations for hosting services, online platforms, platforms allowing consumers to conclude 

distance contracts with traders, and VLOPS/VLOSES. A detailed examination these obligations falls 

beyond the scope of the present paper, and has been widely addressed by existing literature.86 Two 

obligations are however particularly relevant in the context of deepfakes: the requirement that hosting 

providers implement notice and action mechanisms enabling users to report illegal content87, and the 

requirement to provide a statement of reason to affected users following content moderation decisions.88 

Articles 34 and 35 DSA impose further obligations on VLOPs and VLOSEs, requiring them to assess 

and mitigate systemic risks posed by their services. Systemic risk encompasses the dissemination of 

illegal content, negative effects on fundamental rights, civic discourse, public security, gender based 

violence or a personal wellbeing.89 This framework therefore would cover non-consensual sexually 

explicit deepfakes, alongside other forms of harmful deepfakes depicting individuals without their 

consent (e.g. political deepfakes).90  

As the rapid online dissemination of deepfakes significantly exacerbates the harms to individuals, 

amplifying exposure, reputational damage and psychological impacts, the ability to secure swift removal 

is crucial for victims.91 In this regard, the DSA provisions can, in principle, contribute to combating 

deepfakes and their associated risks/harms. However, the DSA merely harmonises procedural aspects of 

content moderation, and in practice may not be able to guarantee effective enforcement. Swift removal 

may not always be secured due to the volume of requests to be processed by platforms, and even when 

content is removed, it may rapidly reappear and proliferate across other platforms as users are able to 

download save and reupload material.92  

3.D. Personality Rights  

Personality rights may provide a further key legal basis to protect victims from non-consensual 

deepfakes. As no harmonised framework of personality rights exists at EU level, protection remains 

highly fragmented and regulated at national level.93 Across Member States, personality rights derive 

from a range of statutory bases, including constitution, tort law, criminal law, statute and case law.94 

National jurisdictions however broadly converge in their protection of privacy, dignity, honour, and 

reputation.95 As such, personality rights will commonly encompass the right to one’s image, granting 

individuals control over how aspects of their image/likeness are used by others.96 Depending on the 

national framework, such rights shall encompass patrimonial and non-patrimonial aspects.97  
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The creation of deepfakes may implicate personality rights, as the generated output may appropriate, 

reproduce or manipulate an individual’s likeness (face, voice, or other distinctive features). While non-

consensual sexually explicit deepfakes constitute the most severe and intrusive violations of personality 

rights, other types of deepfakes (e.g. ones portraying individuals participating in unlawful activities) 

may nonetheless substantially harm individual’s honour, reputation, and dignity. In light of the 

fragmented and national character of personality rights across Europe, the present analysis shall not 

provide a comprehensive mapping of all Member States. Instead, it will present the principal features of 

personality rights in Denmark and the Netherlands, as relevant to evaluate the necessity and adequacy 

of the proposed copyright-based interventions. 

In Denmark, aspects of personality rights are protected through Chapters 26 and 27 of the  Danish Penal 

Code, which regulate offences against personal liberty, personal honor and certain individual rights.98 In 

addition to these non-patrimonial aspects of personality rights, generally protected through the right of 

privacy, Danish law also recognises a patrimonial dimension through the right of publicity.99 While not 

codified in a standalone statutory provision, it constitutes an established legal principle in case law and 

general provisions of the Danish Marketing Practices Act.100 Importantly, the right applies to all 

individuals irrespective of whether they commercially exploit their identity, and can be licensed.101 As 

a general requirement, for infringement to occur, an individual must be identifiable.102 This would 

exclude small formats, poor quality images, or rapid sequences where the image is not visible for long 

enough to enable identification.103 The rough sketch of handball players in an online fantasy sports game 

was found insufficiently recognisable; however the court noted that the addition of more distinctive 

personal features would have triggered personality rights protection.104 Danish courts additionally apply 

a necessity criterion when assessing infringement.105 Necessity is to be understood in light of how 

intrusive the use of a person’s likeness is.106 In the handball player’s online game case, the use of players’ 

names to accompany the rough sketches was held necessary and natural for the functioning of the game, 

and thus not infringing.107  

Similarly, in the Netherlands, courts have recognised personality rights through a flexible and broad 

interpretation of Section 21 Dutch Copyright Act.108 Section 21 Dutch Copyright Act prohibits the 

disclosure by the rightsholder of portraits not made on commission if there is a reasonable interest for 

disclosure on the part of the person depicted. Per the Explanatory Memorandum to the Act, portraits are 

representations depicting an individual (whether including other body parts or not).109 Courts have 

interpreted this broadly, encompassing any depiction in which the person is recognisable to others, 
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regardless of whether the face is visible.110 The reasonable interest requirement has been interpreted by 

courts as including two dimensions: a non-patrimonial one related to privacy and a commercial 

interest.111 Privacy is recognised as a reasonable interest for enforcement under Section 21 Dutch 

Copyright Act, allowing anyone whether famous or not, to oppose publication of a portrait if seriously 

harming their privacy, subject to balancing with Art 8 and 10 ECHR.112 In conducting such an 

assessment, factors taken into account by courts include the specific circumstances in which the picture 

is created, nature of the picture, the nature/intimacy in which the person is depicted, publication context, 

correctness of any accompanying information to the image, public interest or informative value of the 

publication.113 The second dimension of reasonable interest concerns commercial interest, protecting 

against the commercial exploitation of ones image without consent.114 It exclusively applies where an 

individual has sufficient fame to give rise to commercial exploitation of their image.115 Such interest is 

however to be balanced against freedom of expression116, with the assessment taking into account the 

informative value of the publication alongside the nature of the portrait and publication.117   

The Dutch courts have applied and interpreted Art 21 Dutch Copyright Act portrait rights flexibly.118 In 

the Edgar Davids case, the court found that the use of the “Striker skin’’ feature in popular online game 

League of Legends violated Dutch footballer Edgar Davids’ portrait rights.119 The digital avatar’s dark 

skin, black dreadlocks, black sporting glasses and uniform, along with its aggressive playing style, were 

considered sufficiently distinctive to make Davids identifiable.120 The court additionally dismissed the 

defendant’s Art 10 ECHR arguments, finding Davids’ reasonable interest in opposing use of his image 

without compensation outweighed the gaming company’s freedom of expression. 121 In the 2022 Max 

Verstappen judgement, the Supreme Court further expanded the scope of portrait rights, holding that 

even an image of a lookalike may, when identifying an individual, be considered a portrait for the 

purposes of Art 21 Dutch Copyright Act.122 Courts are to consider factors such as how the lookalike is 

depicted (e.g. specific makeup or clothing), other elements included, and the context in which the image 

is shared.123 While the intended character of the image (e.g. parody) is not determinative in establishing 

whether a depiction shall be classified as a portrait, it shall play a role in balancing the interests at stake 

and assessing reasonable interest.124 In considering such factors, the Supreme court held an 
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advertisement including a lookalike of Dutch F1 driver Max Verstappen sufficiently identified him and 

thereby constituted a portrait per Art 21 Dutch Copyright Act.125  

Despite doctrinal differences, both Danish and Dutch personality rights frameworks both already offer 

adequate legal protection to victims of non-consensual deepfakes. The broad interpretation of  a 

“portrait’’ under Art 21 Dutch Copyright Act would likely encompass most forms of deepfakes 

reproducing an individual’s likeness, and even deepfakes only incorporating distinctive features 

identifying the individual (as illustrated in Edgar Davids126 and Max Verstappen127). While only well-

known individuals, victims of  deepfakes, will be able to pursue an action based on commercial interest, 

all victims may invoke privacy interests. These rights must however be balanced against freedom of 

expression alongside the potential copyright interests of the deepfake creator. In cases involving non-

consensual sexually explicit deepfakes, the victim’s personality rights will be more likely to prevail, 

whereas creative and parodic deepfakes may shift the balance in favour of the creator’s freedom of 

expression. Similarly, under Danish law, victims of deepfakes may rely on personality rights interests 

for enforcement, provided the individual depicted is identifiable. Importantly, unlike the Netherlands, 

all individuals would be able to pursue both privacy and publicity interests, without the need to prove 

commercial exploitability of one’s image. Both famous and non-famous individuals will therefore be 

able to enforce both patrimonial and non-patrimonial aspects.   

Cross-cutting issues can however be identified in both jurisdictions. The identifiability requirement, 

central to both systems, may be straightforward to apply in the context of deepfakes appropriating entire 

appearances or distinctive features. It’s application may however be more complex in nuanced 

situations, such as where less distinctive features of multiple individuals are combined to create new 

fictional persons.128 In such cases, no single identifiable individual would be depicted, thus personality 

rights may not apply.129 Similar concerns may arise in regards to stylised depictions. A secondary issue 

concerns enforcement and mitigation of harms for victims. While personality rights provide an avenue 

for legal action, orders for removal of content by a court may not necessarily prevent the rapid re-

uploading and dissemination of content across other platforms by third parties.130 As previously noted, 

deepfakes spread rapidly, and damages awards are unlikely to meaningfully compensate for the severe 

psychological and reputational harms victims may experience. As a result, enforcement and mitigation 

of harms may remain an issue for victims.  

E. Privacy and Data Protection Law 

The creation and dissemination of deepfakes depicting individuals will finally also broadly implicate 

the right to privacy and data protection131. Relevant literature has explored these implications in depth.132 

Most notably, the creation and dissemination of deepfakes depicting real individuals will trigger the 
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application of the General Data Protection Regulation (GDPR).133 The GDPR imposes strict rules on the 

collection and processing of personal data, defined under Art 4(1) GDPR as any information relating to 

an identified or identifiable natural person. Processing is broadly defined in Art 4(2) GDPR as “any 

operation performed on personal data, including collection, recording, organisation, structuring, storage, 

adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available’’. Use of Images, video recordings and voice recordings of real individuals 

in training data as input to a deepfake or incorporated into the deepfake output would therefore fall 

within the GDPR’s definition of personal data processing, thus triggering the application of the GDPR 

rules.134  

Art 5 GDPR lays down principles for data controllers in regards to data processing. Per Art 6 GDPR, 

the processing of personal data requires a lawful basis, listed in Art 6(1)(a)-(f) GDPR. In regards to the 

creation and dissemination of deepfakes, consent and legitimate interest offer the most relevant potential 

grounds for lawfulness of processing under the GDPR.135 As the present discussion focuses on non-

consensual deepfakes, consent will not be relevant in this context. Legitimate interest could offer an 

alternative avenue for data controllers to claim lawful processing of personal data. However, such basis 

requires a balancing test between controller’s interests and the data subject’s fundamental rights and 

freedoms.136 Given the intrusive, explicit and harmful nature of most deepfakes disseminated online, it 

is unlikely that a legitimate interest claim could prevail beyond the narrowly confined contexts of 

deepfakes generated for parodies, artistic expression or journalistic activity.137 Even in such cases a 

proportionality assessment would be conducted.138 Accordingly, in the absence of a valid lawful basis, 

the creation and dissemination of deepfakes including real individuals’ personal data in the input or 

output would likely constitute prohibited unlawful processing under the GDPR.139  

Despite its broad scope, the application of the GDPR to deepfakes raises several unresolved issues. It 

should first be noted that the GDPR only protects living individuals; thus the processing of images, 

video and voice recordings of deceased persons will fall outside its scope.140 Additionally, the Art 2(2)(c) 

GDPR household exemption, specifying the Regulation shall not apply to natural persons in the course 

of a purely personal or household activity, may provide an unintentional avenue to avoid liability for 

individuals in specific online contexts.141 Explicatively, the application of the household exemption 

remains unclear in contexts of online dissemination of deepfakes by private individual for non-

commercial purposes.142 This may include sharing a deepfake with a small group of friends, through 

instant direct messaging between private users, or posting a deepfake within a “private” online group or 

closed social-media space. Despite the lack of specific guidelines on the topic, the CJEU’s  and Working 
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Party 29’s  narrow interpretation of  the household exemption143 suggests that, once a deepfake is shared 

outside the strictly personal sphere, the exemption will generally no longer apply.144  

Ultimately, despite some outstanding uncertainties that remain to be clarified, the GDPR provides strict 

rules for data controllers and rights for data subjects that will apply to the creation and dissemination of 

deepfakes and enable legal action for victims.  

5. COPYRIGHT LAW AS A TOOL TO COMBAT NON-CONSENSUAL DEEPFAKES?  

As mapped in Section 4 above, a wide array of legal instruments are already available to victims of non-

consensual deepfakes at both national and EU level.  In particular, national personality rights regimes in 

the Netherlands and Denmark would appear to already offer a broad and adaptable framework for 

addressing non-consensual deepfakes, seemingly comparable to what put forth by the Danish and Dutch 

proposed copyright bills. Against this background, the question arises as to whether the proposed 

copyright law amendments would significantly enhance protection for victims. Would these 

amendments be effective in addressing non-consensual deepfakes’ harms or would they rather introduce 

additional practical and enforcement issues? The following section will examine the potential benefits 

and drawbacks of the proposed amendments, with the aim of evaluating whether copyright law 

constitutes an appropriate framework for addressing non-consensual deepfakes. 

A. Benefits  

Situating the proposed Danish and Dutch rights within the framework of copyright and neighbouring 

rights could potentially streamline enforcement, particularly with regard to the rapid removal of 

deepfakes from online platforms. Copyright-infringing content uploaded is likely to be easier and faster 

for platforms to identify, as its unlawfulness may be less ambiguous and only require limited evidence. 

This assumption appears to be supported by a 2024 audit study examining the takedown speed of non-

consensual intimate media on X in the US.145 The study uploaded 50 AI generated nude images, 

reporting 25 for copyright infringement under the Digital Millenium Copyright Act (DMCA) and an 

identical set of 25 for violations of X’s non-consensual nudity policy.146 The study revealed that images 

reported on copyright grounds were removed within 25 hours at a 100% removal rate, while the same 

images reported for violating X’s Terms & Conditions remained online for over 3 weeks with a 0% 

removal rate.147  

Perhaps regrettably, the study did not investigate the potential reasons underlying this substantial 

disparity between reporting systems. A comparable study conducted in the EU, particularly under the 

DSA framework, would have been valuable in further assessing the relevance of the above findings to 

the present discussion. A plausible explanation for the observed difference in removal rates may lie in 

the availability of elevated statutory damages for copyright infringement under US copyright law. 

Statutory damages for infringement range between 750$ to 30,000$ per work and reach up to 150.000$ 

if the infringer’s conduct is willful.148 The prospect of such substantial payments is likely to create strong 
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incentives for platforms to ensure swifts removals. By contrast, no statutory damages are available for 

breaches of platforms’ non-consensual nudity policy in the US. 

If statutory IP damages are indeed a key driver behind the swift removal of nude deepfakes reported for 

IP infringement in the US, this argument becomes more tenuous in the EU. Statutory damages for IP 

infringement are not available in the EU. Under the Intellectual Property Rights Enforcement Directive 

(IPRED)149, courts may calculate damages by taking into account “all appropriate aspects, such as the 

negative economic consequences, including lost profits, which the injured party has suffered, any unfair 

profits made by the infringer and, in appropriate cases, elements other than economic factors, such as 

the moral prejudice caused to the rightsholder by the infringement”.150 Alternatively damages may be 

set “as a lump sum on the basis of elements such as at least the amount of royalties or fees which would 

have been due if the infringer had requested authorisation to use the intellectual property right in 

question”.151 The CJEU has clarified that Member States may nonetheless additionally provide punitive 

damages under national law, however no Member State would appear to have adopted any such measure 

to date. 152 Furthermore in the EU, nude deepfakes infringing a platform’s Terms and Conditions are 

likely to fall within the broad category of  “ harmful content’’ under the DSA. Therefore, pursuant to Art 

4-6 DSA, service providers may incur liability and fines where failing to expeditiously remove or disable 

access to the content. Accordingly, due to the lack of statutory damages in the EU and the DSA liability 

rules, divergences in removal rates described above would arguably be less pronounced if the study were 

to be repeated in the EU.     

B. Drawbacks  

While providing limited additional benefits, situating the proposed rights in the copyright and 

neighbouring rights framework may raise a number of practical and theoretical issues, which render 

potential adoption problematic.  

Notwithstanding the formal expansion of rights for victims under the proposed bills, effective 

enforcement may in practice be undermined due to the inherent conflict between the territorial nature of 

copyright and the borderless nature of online dissemination of deepfakes.153 Per Art 5 Berne Convention, 

and as restated by the CJEU in Lagardère, copyright is granted and enforced by each individual state in 

its own territory under national law.154 Deepfakes, by contrast, (as most forms of content published 

online) are disseminated and accessible globally across multiple-jurisdictions (assuming no geo-

blocking restrictions are in place). The risks and harms associated with deepfakes are therefore cross-

border and global in nature.155 As such, national copyright regimes provide an ill-suited instrument to 

effectively provide redress and enforcement for victims.156 The proposed approach would likely result 

in fragmented and uneven protection, with the recognition and enforceability of rights varying from one 

jurisdiction to another. This would not only limit the effectiveness of remedies available for victims (e.g. 

removal orders),  but would also complicate questions of applicable law and jurisdiction.  
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Effective enforcement would remain particularly problematic where deepfakes were to be created, 

hosted, and disseminated from outside the Netherlands and Denmark. Questions arise as to how national 

authorities could effectively tackle infringements originating abroad, particularly in light of the 

interaction with platform take-down obligations under the DSA.157 The DSA does not provide a uniform 

definition of “illegal content”; instead illegality is determined by reference to EU and national law and 

may thus vary across Member States.158 As clarified by the European Commission, where content is 

only considered illegal under the law of a particular Member State, it should only be removed in its 

territory.159 Applied to the present context, non-consensual deepfakes would only infringe Danish and 

Dutch national copyright law. Consequently, enforcement actions based on the amended copyright acts 

may likely only result in the removal within the latter territories. This would be unsatisfactory from a 

victim’s perspective, for whom the harm largely arises from the widespread and persistent circulation of 

content online.   

In addition to the practical enforcement difficulties outlined, it should be noted that extending copyright 

or neighbouring rights to individuals depicted in deepfakes appears to offer limited additional protection 

beyond what provided through personality rights. As discussed above, personality rights already 

effectively safeguard the privacy and commercial interests of individuals from unauthorised 

reproductions of their likeness. In particular, the proposed amendments to copyright law do not resolve 

the conceptual and practical difficulties raised by the application of personality rights to deepfakes. 

Similarly to what discussed in Section 4 D, application of the new copyright-based rights is likely to be 

unclear where only partial or minor features of an individual are used and combined with others’ (such 

that the resulting deepfake no longer depicts an identifiable real individual). Equally, uncertainty 

remains as to whether protection would also extend to highly stylised or non-photorealistic 

representations. Ultimately, the proposed amendments fail to significantly extend protection for victims, 

rather in practice only offering a written codification of longstanding principles of personality rights 

developed through case law.160  

Finally, granting copyright protection over one’s likeness for digital representations in deepfakes is 

conceptually inadequate from an incentives-based perspective. The rights contemplated in the Dutch 

and Danish proposals would open up licensing opportunities for such uses, thereby potentially 

introducing the risk of exploitative practices (well documented issues e.g. in the music industry).161 

Granting rights would only seem to legitimise the harmful behaviour rather than discourage it. This 

concern follows and builds upon Bartow’s argument that copyright law has historically advanced the 

commercial interests of those producing and profiting from pornographic imagery, regardless of how it 

is created.162 Bartow accordingly suggests denying copyright protection to any material produced by 

harming individuals’ rights (e.g. child pornography, revenge porn).163 Feminist copyright scholars, 

writing in the context of deepfakes, have taken this critique further by arguing for copyright protection 
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to be contingent on the depicted individual’s consent.164 In the present author’s view, denying copyright 

protection to deepfakes produced without the depicted individual’s consent would constitute a more 

coherent and defensible approach than extending rights to depicted individuals. While denying copyright 

protection to deepfake creations produced without consent would alone not prevent the creation and 

circulation of deepfakes, it would reduce creators’ ability to profit from such content. This would in turn 

reduce the economic incentives, which amongst other motives, currently drive deepfake production and 

dissemination.165  

6. CONCLUSION  

The above analysis has argued that proposed amendments to national copyright law fail to enhance 

protection against deepfakes in any meaningful way. The principal challenge associated with non-

consensual deepfakes lies not in the absence of a legal basis for action, but rather in ensuring effective 

enforcement and redress for victims.166 EU law and national Member States already provide a broad and 

overlapping set of protections through diverse areas of law. The suggested amendments to national 

Danish and Dutch copyright law are thus largely redundant and would likely only introduce additional 

difficulties in cross-border enforcement.  

The key issue that remains to be addressed rather concerns the timely and permanent removal of such 

forms of content from online platforms. Policy efforts should therefore rather be directed towards 

strengthening international cooperation and existing enforcement mechanisms to secure prompt and 

permanent removal of harmful content across jurisdictions. This is crucial given the primary harms of 

non-consensual deepfakes stem from the psychological and reputational damage caused by their 

widespread and quick dissemination online.167 In this regard, the further development and harmonisation 

of personality rights at EU level would be particularly appropriate, given their current highly fragmented 

nature across EU member. A more robust and harmonised personality rights regime, coupled with 

enhanced enforcement mechanisms, would offer a stronger and more coherent approach in combating 

non-consensual deepfakes and their associated harms.  

Deepfakes are far from a new phenomenon; image and video manipulation have always been inherent 

to these mediums. The parallels between analogue image manipulations and deepfake technology are 

best exemplified by the numerous documented cases from the late 19th century, when fictitious nude 

photographs of women were produced by superimposing studio portrait negatives onto images of 

unclothed models.168 These images, which could be understood as early precursors of contemporary 

“deep nudes”, demonstrate that the ethical and legal challenges associated with deepfakes are not 

entirely novel and have already been addressed by existing legal frameworks. The emergence of AI 

generated deepfakes therefore does not necessitate a radical rethinking of current legal frameworks, but 

rather a targeted adaptation of existing mechanisms to strengthen enforcement in online environments.  
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